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1. AWS loT f§EE

Amazon Web Service(AWS) HEi{E A _FE# R KA EFERRTS  HH Internet
Of Things(loT) HYSEIR Z£% MQTT 17755 > AT LATE EasyBuilder Pro V6.00.01 %5 » &)
EaRHGRE AWS 10T falfk &84 A SZEE MQTT DHRE © B T IR Je AR AT -5 TR
A DU E AWS loT ‘EE(EIAk 25 (broker) Z 4 » BESNITHY AWS loT £2{AVEEE
(Thing) LAk f252(Shadow) BhAE i FRE R A 5 EF-I0E MQTT fifek -

ASCPEFEAER MQTT {125 ~ EasyBuilder Pro 34 ~ SETEATMER B FI S KIS
5 -

2. ZEEg MQTT {Ffzes

It MQTT {EA S {71 Amazon El - FTLA 2 H S ER A4 H _FiElT > BB
= Amazon 4guEEEHE A -

1. Amazon Web Service %5 © https://aws.amazon.com e

2. WRSEFRREITHEEEM - (2 - EANRSEEA - A - BIRIRFEA)

dWS dWsS

" |

Account ID or alias

Root user sign in weintek

Email IAM user name
Hesfedefesieoe

Password

Password

Sgn In

Eorgot your password?

3. BEAZIEE AWS loT -

Sign-in using root account credentials
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ay\N/S Services ~ Resource Groups ~ *

AWS services

| 17

AWS loT

Gonnect Devices 1o the Gloud

Kinesis

Work with Real-Time Streaming Data

Lex

Build Voice and Text Ghatbots

Build a solution

Get started with simple wizards and automated workflows

4, BEEE Get started i A[FHE I -

AWS loT

AWS 10T is a managed cloud platform that lets connected devices - cars,
light bulbs, sensor grids, and more - easily and securely interact with cloud
applications and other devices.

5. T—2 i iE J7 8t (Policy)BiEEES (Certificate)

allo[E®] % ]
@ AwsIoT x
€ > C | & =2 | https;//us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/learnHub QamE% 85 OH o

Services ~ Resource Groups ~ * [\ Finnliu -  Ohio -

Support ~

i)
4P Aws 0T
Welcome to the AWS IoT Console

To get started, you can jump into the recommended starting points below, or explore other
@ Monitc learning resources as needed.
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See how AWS loT Connect to AWS loT Explore
works documentation

Connect a device, a mobile or web

i |
Explore an interactive tutorial app to AWS loT in a few easy steps! The AWS 0T documentation is a
through the components of AWS great resource for more details.

loT.

T s

It takes 5 minutes

@ Feedback (@ English (US)

Privacy Policy  Terms of Use




AWS 1T [\& WE!NTEK

6. BLEE/ZMHIAY [Secure] » [Policies] i Bi%& [Create a policy] °

[a]l=]E] %
P UEEEEEE— =
/ @ AwsIoT x W\
<« C | & =2 | https;//us-east-2.console.aws.amazon.com/iotv2/home?region =us-east-2%/p QamE% 85 OH o

Resource Grou A i Support ~

i}
4P Aws 0T ®

You don't have any policies yet

AWS loT policies give things permission to access AWS loT resources
(like other things, MQTT topics, or thing shadows).

7. DERR Ayst € BRI ARFELEIERIIRS] - AR MR 278 DU E R/ AURGE ©
SER & ELEE [Create] -

[afl=]E] =
PUTTEEEEE— -
/ @ AWS loT x
<« C | @ =2 | https/us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/create/p QA% 9 OH ! ]

Resource Grou

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about IoT policies go to the AWS IoT Policies documentation page.

Name

Document

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:*

Resource ARN

Effect

Allow Deny
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8. BLEE/Z(HIAY [Secure] » [Certificates]i[i EL#E[Create a certificate] °

allo[E@] =
@ AwsloT x
< C | & =2 | https;//us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/certi am% 83 OHd [ ]

Services ~ Resource Groups ~ * L Finnliu ~ Support ~

@D

p aws o7

& onbond

P Mansge

& seaure
Certificates
.
- \_/

You don't have any certificates yet

Certificates help things establish a secure connection.

¥ serting
© 1o

@ Feedback (@ English (US) Privacy Terms of Use

9. 1F One-click certificate creation {7 Bi%&[Create certificate] °

allo[E@] %
@ AWS loT x
€« C | & =2 | https//us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/certificatehub a4 9 OH (:]

Resource Grou

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

Create certificate

This will generate a certificate, public key, and private key using AWS |10T's certificate authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

X Create with CSR

Use my certificate
Get started
Register your CA certificate and use your own certificates for ene or many devices.

10. &5 VU{E Download HYAE ZEE(FIRE 17 1% 1% T [Activate] » [Attach a policy] °
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@ AWSIoT x \{

& (6] | & =2 | https://us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/certificatehub

source Groups v

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

. 75526358h7.cert.pem Download
thing
A public key 75526358b7.public.key Download
A private key 75526358b7.private.key Download

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

11. )8 2 ALY T & RE%E [Done]

@ AWSIoT x

v2/home?region=us-east-2#/certificatehub

&« c | & =2 | https//us-east-2.console.aws.amazon.com/i

Resource Groups ~

Add authorization to certificate

You are attaching a policy to the following certificate:
75526358b7cb621445770acee554e2ba2b622bb39f879a686957de76ded81ccd

Select a policy to attach to this certificate:

[ Document View

Create new policy
1 policy selected m

12. UT i R 3R BISE R 230 -
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Successfully attached policy.

13. BLEEEH /2 1 i [Settings] - 4THEHY URL B[ AWS IoT {31k 23 483427 -
(4T EasyBuilder Pro (] MQTT 3E @ HEFIE] » TSR -

all=[E@] %
@ AWSIoT x
<« C | @ #=2 | https://us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/settings QaEyw 8 OF [: ]

Services Resource Groups ~ * o FinnLiu -

p Aws 1o Settings
@ monito Custom endpoint FasEn
& onboa

This is your custom endpoint that allows you to connect to AWS loT. Each of your Things has a REST API available at this endpoint.
0 This is also an important property to insert when using an MQTT client or the AWS loT Device SDK.
Manzge

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

Endpoint

az0tv85qy1ndu.iot.us-east-2. amazonaws.com

DISABLED
Logs

You can enable AWS 10T to log helpful infermation to CloudWatch Logs. As messages from your devices pass through the message
broker and the rules engine, AWS 10T logs process events which can be helpful in troubleshooting.
View all Cloudwatch Logs

Role

Level of visibility for track log

DISABLED

Looking for a guided way to connect a device to AWS IoT? Connect a device

I 46} settings
@ Lo

@ Feedback @ En

Privacy Policy T

3. EasyBuilder Pro %7€
ZEE5E AWS loT 1Y MQTT falflk2s » AHfiERHA EasyBuilder Pro HYEZIE -

1. BEEE[PI(H] » (10Tl » [MQTTIBEEL MQTT 5EH ©

vsyBuilder Pro : EBProjectl - [10 - WINDOW 0101 =

EHER AW 2T T aEEANE
a8
ET)
PR -
3 : Monitor Mode

4 Common Window
5 :PLC Response

&: HMI Connection

7 Password Restriction

8 Storage Space Insufficient
9 Backup
*10:WINDOW,_D10
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FrTEYF [Cloud service], [IP], [Port]ZAHRE & > Cloud service #£3% Normal &£~
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4. TLS/SSL 3TE o [ ARHFRACIR Fy 2 AL REa Ry A AR AR ZE -

5.

AR E3EEEE, CA B SEME AMIRE £ By .pem AYFEZE -
B P iiaose, & ogbE AMIHE S Fy.crt FVAEZE o (certificate.pem.crt)
B P ledas, TA8E: AR AMITES . key FUREZE © (private.pem.key)

MQTT FEEE ==
| —gEmee | itk | TLSSSL |G|
Ee
AEsgE

[ =0vI - EEBEENER (EFCFD), ERERLTEANES.
CABR: BEA EE.

[ BA- [ B8 |

AEELEEEERERER
EFESRE

[ & 1M1 - ERRANESR EEFD), SAREALTEANEE
BR: SEA E2.
[ BA- |[ 2= |

[ & Hv1 - EEEANRE EOFD, EAREALFEANEE
RE: SEA
[ BA. |[ BE ]

L omE [ mE |
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MQTT FEEE (==
| —heEHE |t | TLSmSL | BEREE
Topic List
Connect State
EE
EE: iot-2/typesel/evt/topics_update/fmt/json
%0 HMI S8
%1 BEEZ Registration ID
%% - FT %
O BE8E
S —
AERS | J50N
E=
[ ®E | mE

6. {FF AWS loT & MQTT {EARESHIMRH] -
A.QoS A0 1 -
B ZHAREEHE ©
C. R REE I 8 g -

7. (aRESEEE SRR - S TR SR 55 2% EasyBuilder Pro T -
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4. RENIRLSHEEH

APEE R MQTT R iras a2 - A H AR RERDRAIEA G Z >
Ares>51Bd) o BB E (Thing)HIRIE » IRFEDRE AT DUEA [F] Ryt Z ET 18 AWS
loT E*ﬁ%iﬁ 5391 AWS loT BB E R IR ARIZR - A i Bl
HOIRRE > I AR U M A B B R B B ) - (S E s Rl
HAELr ﬁzﬁb{?ﬁmﬂ%ﬁé’ﬂiiﬁ(%&%% &R FTRRHYARAGIREE -

ARG 48 AWS loT HYAEE B ERY EasyBuilder Pro 57E ©

AWS loT
1. ¥ [Manage] » [Things] » [Register a thing] °
[ SIS EIES
@ AwsloT x
& C | @ =2 | https://us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/thinghub amw 3 OH :

Services ~ Resource Groups ~ * [\ Finnliu - Ohio -~  Support -

@ 7 o
@ \n\t\'-@’ E
€ Manage
\=
® -
&
B

You don't have any things yet

A thing is the representation of a device in the cloud.

Segisiera thing

@ Feedback (@ English (US) € Amazon Web Services, Inc_or its affiliates. All rights reserved. Privacy Policy  Terms of Use
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Register a thing

This step creates an entry in the thing registry and a thing shadow for your device.

Name

Tutorial

Show optional configuration (this can be done later) ~

3. ALY B BRTEE A

&> aws 1o Certificates 1 selected 5]

@ v

Q
®

75526358b7cb62144...
@ Onboarc ACTIVE
G Manage
@ Secure
Certificates Attach policy
Attach thing
J'h Act Delete

4. BEEE[Attach]5E K TE ©
Attach things to certificate(s)

Things will be atttached to the following certificate(s):

75526358b7ch621445770acee554e2ba2b622bb39f879a686957de76de981cc4

Choose one or more things

M Tutorial

! thlng selected m

EasyBuilder Pro
1. MQTT falfk 2% e iR Sl 155 26452 AWS 1oT » HLEREEE BBl 3 BEAHEIRIA] -

11



AWS loT

[\& WE!NTEK

-

MQTT ElfEzE

—EBE | rraE TL3MR3L
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Registration ID

202814e4-c942-47ff-b0af-7e4f2df04080

i
EREE | AWSIoT -
IP: az0tvBsgylndu.iot.us-east-2.amazonaws.com TREEEE
SEEE . 8883

SEEREE:

0%

4|

2. BEEECUHEEINEE -

3. fEitE%

/=

JE

MQTT

V] &
feIfREE
P/#AEET  az0tvB5aylndu.iot.us-east-2.amazonaws.com, EIELE : 8883

£ )

/AWSIoT Thing

= SEIEM 05 20150023 KEEFRRRAAT 05

PR HE...

BiR

HEE TR DL R A P e A © QoS HZ#Z 0 B 1 -
AWS IoT Thing (=230
—4EEE | e
i
E2EE: default
ZEBNSEREERE: oms :
s
ABHER: 150N -

4. FEENBEMHEEGE > Sr RS IRER(LB-0) ERFT RV ARG E (LB-1)  BElH

T RFESFER L

S -
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firsteasE (=23l

ZE - defaultl
BREE (PLC addr. -» AWS IoT "reported™)
PLC &% : [Local HMI v #E.
firtk : (8 ~|o

EE (PLC addr. <-» AWS IoT "desired")
PLC A% : [Local HMI | #E.
fidl [LB v] 1

[ oK H Cancel ]

5. HEFEIES o AEILEOE S En IR BRI ARAGEOE » S NE R (s [
TTERGEHEEE] AWS loT LEAFE AWS loT FIACE | o (RIGFR KA DAsskat L e
FYZIEE -

13
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U AEEE (=23l
gEEs
EE: defaultl

BREE (PLC addr. -» AWS IoT "reported™)
E HMI ZiEEEeanE

PLC &% : [Local HMI

fadl [LB v]D

REEE (AWS IoT "reported” -> PLC addr)

PLC &% ¢ [Local HMI

firtt: |8 -1

£2E (PLC addr. -= AWS [oT "desired")
E HMI BB EEE

PLC A% : [Local HMI

fadl [LB v]l

£ (AWS 0T "desired" -» PLC addr)

PLC &% ¢ [Local HMI

firtt: (18 -|3

[ BE..
o

| ®E.
o

[ ®E..
o

- ®E.
o

5. fHFCEREA

1. B MQTT B FHBLESE 77455275 EasyBuilder Pro (i ] F-lF 56 42 & lloT -
2. AWS loT SE&HE(E 7 :

https://aws.amazon.com/tw/iot-platform/how-it-works/
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